
 

  Risk Warning 
risks and scams in the Cryptocurrency Community 

 
The following risk warnings have been compiled to make you aware of the risks and scams in 
the Cryptocurrency Community. While GoldFort s.r.o. takes every measure to warn you of the 
risks and scams involved with buying or selling Cryptocurrency, GoldFort s.r.o. cannot force 
or compel you to adhere to the warnings below. 

 
By acknowledging these warnings (either via the payment processor, or by taking a photo next 
to this screen), should you continue to engage in any high risk behaviour (including anything 
not listed here), then you accept 100% liability for your transactions, and understand that 
GoldFort s.r.o. is not liable for any losses stemming from your ignorance or negligence in this 
matter. 

 
If you are concerned about anything below, or require further clarification please email  
info@edu-ftech.com immediately. 

 
GoldFort  impersonators and fake affiliates. 
  
Do not buy or sell any cryptocurrency if you have been engaged by someone via an alternative 
contact method claiming to be “GoldFort” or an associate of “GoldFort”. You can always verify 
if you are dealing with the real “GoldFort” by using the contact page. GoldFort s.r.o. does not 
have any “promotions” or “deals” with other 3rd party persons or services, unless otherwise 
specified on our website or social media pages. 

 
Coercion 
  
Do not buy or sell any cryptocurrency if you are being compelled or coerced to do so. This 
may include but is not limited to; Being asked/forced to purchase bitcoin to clear a debt, pay 
a ransom, pay for government (domestic or international) fees and charges (such as taxes, 
immigration, or VISA requirements), or any other scenario where you feel pressured or 
uncomfortable. 

 
Employment Opportunities 
  
Do not buy or sell any cryptocurrency if you have been contacted by, or made contact with, a 
company or service that has hired you to buy/sell cryptocurrencies on their behalf in exchange 
for a commission, fee or wage. Funds sent to you via these schemes have been fraudulently 
obtained and will result money laundering investigations. 
 
Engaging a person or service on your behalf 
 
Do not buy or sell any cryptocurrency if you have engaged a person or service, you have met 
online, and who has asked you to share your credentials with them such as passwords to your 
email, cryptocurrency wallet, telephone account, internet banking, government account etc. 
Sharing any private information or passwords with an unverifiable source you have met online 
can result in funds and your identity being stolen. 

 



 

Finalize Early requirements 
 
Do not buy or sell any cryptocurrency if you are engaging in a service that is asking you to 
finalize your order (sometimes marked as “FE”), prior to receiving your goods or services, 
unless it is from a reputable and trustworthy source. By sending your Crypto early, the vendor 
may choose not to honour your deal, and not give you the option for a refund. 

 
Investment Brokers 
 
Do not buy or sell any cryptocurrency if you have the intention to send it to a service that may 
identify as a “trading pool”, “cloud mining”, “binary trading” etc. as these services are usually 
Ponzi Schemes or scams. Any service that guarantees an exorbitant return, or requires a large 
lump sum, and displays little to no business information should be a red flag. Anyone 
contacting you on behalf of one of these services in the capacity of a “trader” or “account 
manager” etc. Should be blocked immediately. 
 
Loans 
  
Do not buy or sell any cryptocurrency if you have been asked to do so to establish a personal 
or business Loan, such as loan establishment fee, bank fees, brokerage fees etc. The Loan 
does not exist. 
  
Price fluctuations 
  
Do not buy or sell any cryptocurrency if you do not understand that the price of 
Cryptocurrencies can change rapidly, which can result in a decrease in value from when you 
initially purchased it. GoldFort s.r.o. is not responsible, nor can we control the price of a 
cryptocurrency, thus you have no recourse with us to receive any compensation for that. 

 
Romance and Relationships 
 
Do not buy or sell any cryptocurrency if you have recently been asked to do so by a person 
you have recently met online, and do not know in person. This can include people you are 
engaging with on a friendship or relationship level. This is known as “catfishing” or “Romance 
Scams” and the person you are talking to does not exist. They are using you to receive free 
money. 

 
Tokens / ICOs 
 
Do not buy or sell any cryptocurrency if you have the intention to send it to an unverifiable 
Token or ICO offering, as these are commonly associated with scams. 

 
If you are concerned about anything above, or require further clarification please email   
info@edu-ftech.com immediately. 
 
 
 

 
 



 

  WARNING 
 
ESMA, EBA and EIOPA warn consumers on the risks of Virtual Currencies 

 
The European Securities and Markets Authority (ESMA), the European Banking Authority 
(EBA) and the European Insurance and Occupational Pensions Authority (EIOPA) (hereafter 
referred to as ‘the three ESAs’) are warning consumers on the high risks of buying and/or 
holding so-called Virtual Currencies (VCs). 

 
The VCs currently available are a digital representation of value that is neither issued nor 
guaranteed by a central bank or public authority and does not have the legal status of currency 
or money. They are highly risky, generally not backed by any tangible assets and unregulated 
under EU law, and do not, therefore, offer any legal protection to consumers. The three ESAs 
are concerned by the fact that an increasing number of consumers buy VCs particularly with 
the expectation that the value of VCs will continue to grow but without being aware of the high 
risk of losing their money invested. 

 
VCs such as Bitcoin, Ripple, Ether and many others have been highly volatile of late, meaning 
that there have been significant daily fluctuations in their prices. For example, the value of 
Bitcoin increased sharply in 2017 from around €1,000 in January to over €16,000 in mid- 
December and then fell almost 70% to €5,000 in early February. It has more recently 
recovered some 40% from the low, and is currently trading at around €7,000. The total market 
capitalisation of the 100 largest VCs is said to exceed the equivalent of €330 billion globally 
today. 

 
Why is it risky for consumers to buy VCs? 

 
The three ESAs warn consumers that VCs can be extremely risky and are usually highly 
speculative. If you buy VCs, you should be aware that there is a high risk that you will lose a 
large amount, or even all, of the money invested. When buying VCs, or financial products 
giving consumers direct exposure to VCs, you are exposed to a number of risks, including the 
following: 

 
- Extreme volatility and bubble risk – Most VCs are subject to extreme price volatility 

and have shown clear signs of a pricing bubble. If you decide to buy VCs or financial 
products with VCs as underlying, you should be aware that you could lose a large 
amount, or even all, of the money invested. 

 
- Absence of protection – Despite EU anti-money laundering requirements that will 

enter into force later in 2018 and which will become applicable to wallet providers and 
VCs exchange platforms, VCs remain unregulated under EU law. Similarly, exchanges 
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where VCs are traded and digital wallets used to hold, store and transfer VCs are 
unregulated under EU law, too. This means, that if you buy or hold VCs, you will not 
benefit from the guarantees and safeguards associated with regulated financial 
services. For example, if a VC exchange platform or a digital wallet provider fails, goes 
out of business, or is subject to a cyber-attack, funds embezzlement or asset forfeiture 
as a result of law enforcement actions, EU law does not offer any specific legal 
protection that would cover you from losses or any guarantee that you will regain 
access to your VCs holdings. These risks have already materialised on numerous 
occasions around the world. 

 
- Lack of exit options – If you decide to buy VCs, you are at risk of not being able to 

trade your VCs or to exchange them for traditional currencies, such as the Euro, for a 
long period of time. You may therefore suffer losses in the process. 

 
- Lack of price transparency – The price formation of VCs is often not transparent. 

There is therefore a high risk that you will not receive a fair and accurate price when 
buying or selling VCs. 

 
- Operational disruptions – Some VC exchanges have suffered severe operational 

problems, such as trading disruptions. During these disruptions, consumers have been 
unable to buy and sell VCs at the moment they intended to and have suffered losses 
due to the price fluctuation of VCs held during the period of disruption. 

 
- Misleading information – The information made available to consumers wishing to 

buy VCs, where such information is at all provided, is in most cases incomplete, difficult 
to understand, does not properly disclose the risks of VCs and may therefore be 
misleading. 

 
- Unsuitability of VCs for most purposes, including investment or retirement 

planning – The high volatility of VCs, the uncertainty about their future and the 
unreliability of the VC exchange platforms and wallet providers makes VCs unsuitable 
for most consumers, including those with a short-term investment horizon, and 
especially those pursuing long-term goals like saving for retirement. 

 
What can you do to protect yourself? 

 
If you decide to buy VCs or financial products giving direct exposure to VCs, you should fully 
understand their characteristics and the risks you take. You should not invest money you 
cannot afford to lose. You should make sure that you maintain adequate and up to date 
security precautions on the devices and hardware you use for accessing your VCs or for 
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buying, storing or transferring VCs. Also, you should be aware that buying VCs from a firm 
regulated for financial services does not mitigate the above risks. 

 
 
 
Background information 

 
This Warning is based on Article 9(3) of the three ESAs’ founding Regulations and follows the 
publication of two statements by ESMA on Initial Coin Offerings12 in November 2017 and an 
earlier Warning3 to consumers and two Opinions45 on VCs published by EBA in December 
2013, July 2014 and August 2016. 

 
VCs come in many forms. The first VC was Bitcoin, launched in 2009. Since then, many other 
VCs, such as Ripple, Ether or Litecoin have emerged. Most of them leverage on the distributed 
ledger technology, which is also commonly referred to as ‘Blockchain’6. This warning does not 
take a view on this technology, nor on other potential applications of it. 

 
 

 
 
 
 
 
 
 
 
 
 

 
 

1 https://www.esma.europa.eu/sites/default/files/library/esma50-157-828_ico_statement_firms.pdf 
2 https://www.esma.europa.eu/sites/default/files/library/esma50-157-829_ico_statement_investors.pdf 
3    https://www.eba.europa.eu/documents/10180/598344/EBA+Warning+on+Virtual+Currencies.pdf 
4    http://www.eba.europa.eu/documents/10180/657547/EBA-Op-2014-08+Opinion+on+Virtual+Currencies.pdf 
5https://www.eba.europa.eu/documents/10180/1547217/EBA+Opinion+on+the+Commission’s+proposal+to+bring+virtual+curre 
ncy+entities+into+the+scope+of+4AMLD 
6 ESMA published a report on the possible applications, benefits and risks of the distributed ledger technology in February 2017 


